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During the Second World War, Winston Churchill stated: “In wartime, truth
is so precious that she should always be attended by a bodyguard of lies.”
His epigram suggests that the truth—operational information—is such an

important resource that it should never be obtained by the opposition. This
book is dedicated to the men and women of the Five Eyes intelligence alliance
who have and continue to act as bodyguards for this priceless commodity.
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he English philosopher and scientist Francis Bacon is attributed to say-

ing: “He that will not apply new remedies must expect new evils; for

time is the greatest innovator.” If intelligence officers and analysts are to
avoid “new evils” when it comes to the security of classified information and
the secret operations these data underpin, it follows that they must apply new
remedies. To do this, a book that addresses the issues of counterintelligence
theory and practice is needed.

This book goes some way toward filling the void in the subject literature
that has been present for some time. For instance, during my previous twenty-
eight years as a practitioner in the fields of security, investigation, intelligence,
and research, I have found that there was a dearth of texts available on coun-
terintelligence that discussed in simple, clear terms such as the craft’s theory and
practice. This is not to say that there are only a few texts on the subject—to
the contrary, there are many. However, many of these books tend to be writ-
ten with disappointingly little practical explanation and no theoretical base.
Because of this, many of these texts view counterintelligence simply as “secu-
rity,” which it is not. As such, although there are many texts on library shelves
that contain the title counterintelligence, they are, in my view, narrow and
somewhat limiting in their coverage and do not place counterintelligence in the
context in which it needs to sit. For the new counterintelligence recruit, or for
the instructor teaching the subject, these texts leave them wanting.

My awareness that such advice was lacking in the counterintelligence field
was first realized through my experience as a government investigator, and later
as an intelligence analyst and strategic researcher. Then, the revelations of the
9/11 Commission into the U.S. terrorist attacks, as well as other inquiries into
the worldwide phenomena of radical Islamic terrorism, underscored the impor-
tance for agencies in both the public and private sectors to guard confidential
information. The implications of not doing so are discussed in the first chapter.
This book was written, therefore, to provide vital, no-nonsense assistance to
practicing professionals and students who need “new remedies.”

This book, now in its second edition, provides the reader with more
than just the basics of counterintelligence; it equips them with an advanced

Xiii
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understanding of the underlying theory that supports the art and science of
the craft. This book has been updated and new material added. It consists of
15 chapters that take the reader from an examination of the challenges that
present for counterintelligence to the practicalities of defensive and offensive
counterintelligence.

The book addresses a range of topics in a funnel approach—starting from
the general and moving to the specific. The book starts by illustrating some
events that encapsulate the key issues for counterintelligence officers as a way
of setting the scene. It then moves to explain the fundamentals aspects of what
counterintelligence involves, including the practical features of a counterintel-
ligence operation function. Following this scene setting, the book then takes the
reader through the theoretical underpinnings of counterintelligence.

The body of the book examines the two main focus of counterintelligence—
that is, defensive and offensive counterintelligence. Chapters four through four-
teen take the reader through the practice of applying the theory (chapter 3) to
real-world situations. The book concludes with an examination of intelligence
tradecraft—the techniques used by opposition spies to hide their activities, and
a discussion about ethical issues as they apply to the profession (chapter 15).
There are also four appendixes that provide examples relating to issues dis-
cussed in the text.

As one of the book’s purposes is as a text for students and instructors,
each chapter concludes with a list of keywords and phrases and several study
questions and learning activities. Instructors can use these teaching aids as is or
use them as a base from which to develop their own materials for assessment.
Students can use these aids to test their understanding independent of whatever
assessments their instructors assign, or, if the reader is progressing through the
book as some type of “self-paced study” or “self-improvement” undertaking
(perhaps as part of their continuing professional development), they can use
these learning aids for self-assessment. There are two preliminary pieces of
advice for students titled “About the Study Questions” and “Key Concepts to
Note” that appear in the front portion of this book.

Acknowledgments
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About the Study Questions

Here is some advice about the end of chapter study questions and how to
approach answering them:

Explain/List/Describe ~ This type of question asks you to outline the factors
associated with the issue under study.

Argue This type of question asks you to present the factors
associated with the issue under investigation, but
requires you to select one of the factors so that you
can defend it.

Discuss This type of question asks you to form a view (or judg-
ment) after weighing the “for” and “against” factors,
or the factors that influence the issue under study.

XV



Key Concepts to Note

his book addresses counterintelligence from a wide perspective. As a

“compass,” it uses the definition of “an activity aimed at protecting an

agency’s intelligence program against an opposition’s intelligence ser-
vice” to facilitate a universal approach to the topic.

So, throughout this book, there are two terms that are used generically;
they are the agency and the opposition. As this book is a treatment of the
theory and practice of counterintelligence from the widest perspective, terms
that reflect “friend” and “foe,” regardless of the “industry” or environment in
which counterintelligence is practiced, were needed. The solution was to adopt
the generalized terms of agency for all friendly forces (whether military, gov-
ernment, business, or private individuals) and opposition for all forms of foe
(which is consistent with the military concept of an opposing force).

The use of the term agency can therefore refer to any organization, or even
a nation-state. The term opposition can be used to mean any person or group
(including a nation-state, etc.) with hostile intent. In this way, such a definition
is applied throughout the book to issues that span national security, military,
law enforcement, and business/corporate intelligence, or even private affairs.
This wide approach makes the treatment of counterintelligence current and
applicable across the threat environment.

XVi



Chapter 1

Challenges for
Counterintelligence

Davis noticed a motorcycle driver and passenger. When Davis, a Central

Intelligence Agency (CIA) contract operative, stopped his car, the motor-
cycle passed him and stopped in front of his vehicle. In an instant Davis knew
he was in danger.

The passenger raised a handgun, leveled it at Davis’s head, but before he
could fire, Davis shot him five times—Davis’s bullets piercing his own car’s
windshield, then the body of the would-be attacker. Moments after, Davis got
out of his car, killed the motorcycle’s driver and recorded the two opposition
assailants’ faces with his camera for intelligence purposes.

Although this was a successful defense, Davis’s intelligence mission was
now compromised; he could think of only one thing—evasion and escape.!

This is a true story and took place on January 27, 2011, in Lahore while
Davis’s employer was mounting operations against targets openly hostile to the
United States and, consequentially, to its allies and their intelligence services—
namely, those of Australia, Canada, New Zealand, and the United Kingdom—
collectively known as the Five Eyes, as well as other compatriots in the Global
War on Terror.

The motives of Davis’s attackers were not understood at the time of the
attack and were still a mystery at the time of this writing. Nevertheless, some-
one knew of the role of the American operative and the intelligence agency he
worked for, and therefore they knew his movements that day. As such, they
disrupted the intelligence operation and, in the process, expose secrets about the
operative and the U.S. agency. In the end, Davis was arrested, and an attempt
was made by the Pakistani authorities to interrogate him; but his training and
personality held and no information, other than some superficial details, were
revealed.

The lesson to be drawn from this case is that, at some time during the opera-
tion or its planning, details were gathered by forces hostile to the Americans and

l E ven though the intersection in Lahore, Pakistan, was crowded, Raymond
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these data were used to mount a counteroperation to neutralize it. Somewhere
along the way counterintelligence failed to protect Davis and his mission’s man-
agers. In the end, the counterintelligence practices failed.

Stating these shortcomings is not to try and attribute blame to anyone or
any agency—it is acknowledged there are risks in conducting all intelligence
operations and all intelligence research projects. But, it is important to under-
stand the consequences of mission failure in addition to understanding how
failure occurred. By doing so, an agency can understand how to apply counter-
intelligence theory to develop better security procedures and practices.

So, was the Davis case in Lahore an atypical event or was it symptom-
atic of a much wider issue to be considered in the context of counterintel-
ligence? Undoubtedly this was a case of great national security concern that,
arguably, crossed over to include aspects of military counterintelligence too.
Nevertheless, there are cases much less dramatic than this one that involved
law enforcement, private security, and business intelligence that are no less
concerning for those involved. Take, for instance, the case involving Heath-
row Airport security information. In October 2017, a USB memory stick was
found on a London street by a member of the public who turned it over to
the Sunday Mirror. Upon examination, the device revealed seventy-six folders
of unencrypted information, some relating to security of the Queen Eliza-
beth IT when she uses the airport. Other information detailed how to access
restricted areas.? Then, there was the case involving private investigators hired
by Hewlett-Packard who allegedly accessed personal telephone records of
some of the company’s directors to identify the source of the company’s leaks
to the media,’ and, the J. P. Morgan Chase data breach of 2014. Informa-
tion relating to some eight-three million bank accounts was stolen, including
names, e-mail addresses, postal addresses, and telephone numbers. In the
past, such data has been used by the perpetrators, or sold to third parties, to
facilitate phishing attacks.

Then again, these are not isolated cases—a search of archived media reports
will uncover hundreds of security breaches like these. Examples of where coun-
terintelligence was less than adequate can be seen in this list:

 hacktivists stole an approximately 43 GB of data from the Syrian govern-
ment networks and posted the files—over 274,000—on the Internet;

+ a group lobbying for a “free Palestine” hacked the personal e-mail account
of CIA’s then director, John Brennon;

« a ride-sharing company’s cloud server was accessed by unauthorized indi-
viduals who downloaded fifty-seven million user records from across the
globe that contained their names, e-mail addresses, and cell phone numbers.
The unauthorized download also contained the driver’s license numbers of
some 600,000 of the company’s U.S. drivers;

« government-licensed private security guards who had links to outlaw
motorcycle gangs;

 security officers who left secret access code-numbers posted in plain view
on gates to an airport restricted zone;
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« a Pakistani police guard who was assigned to protect dignitaries only later
revealed was linked to an insurgent group;

» government legislators who had their computer facilities penetrated by sus-
pected foreign intelligence services;

« a multinational computer company whose corporate database was pen-
etrated by unknown persons who stole thousands of items of personal client
information;

» police officers who have sold law enforcement information to private
investigators;

» a juror who contacted a defendant during a criminal trial via a social net-
working website;

 outlaw motorcycle gang members who targeted civil servants in an attempt
to bribe them into providing confidential government records, and to
modify other records that were maintained by motor vehicle registries and
law courts;

» hundreds of government-licensed private security officers who were banned
from working in the industry because of drug, alcohol, firearms, and vio-
lence offenses; and

» an employee of a U.S. National Security Agency contractor who leaked
secret information regarding a highly classified communications intercept
program.

» North Korean government was responsible for the 2014 cyberattack on
Sony Pictures Entertainment* that stole data regarding the personal details
of company employees and their family members, the company’s execu-
tives’ salaries, confidential e-mails, and copies of then-unreleased Sony
films.

Failure to protect secrets has widespread ramifications, and the perils posed
must be addressed. But then again, counterintelligence is more than just keeping
secrets. Having said that, too much attention on security can lead to mission
failure® because analysts and operative cannot access the data they need, or it
hampers them in carrying out their jobs. It is a constant challenge between allied
agencies and opposition forces. Counterintelligence is one of the most intellec-
tually challenging areas of intelligence work. This is because it is counterintui-
tive—a “wilderness of mirrors”—where one finds it hard to distinguish between
reality and illusion. Yet, practitioners still attempt to use reasoned arguments to
establish the truth of puzzling issues via the dialectical method.

Let us examine some selected cases that underscore the depth and breadth
of the challenge that counterintelligence must withstand.

Photo 1.1 is a reproduction of Leonardo da Vinci’s Room of Mirrors,
which demonstrates the inventor’s fascination with optical tricks. His room
finds metaphor in the craft of counterintelligence as was famously pointed out
by the late James Angleton, chief of counterintelligence at CIA (1954-1974)
when he was reported to have referred to counterintelligence’s challenge
in relation to Soviet disinformation and foreign policy as a wilderness of
mirrors.°
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PHOTO 1.1 Wilderness of Mirrors. Source: Photograph courtesy of the author.

Selected Historical Lessons
Nathan Hale

During the American War of Independence, the colonial forces suffered a seri-
ous defeat during the Battle for Long Island (August 27, 1776). This defeat sug-
gested to General George Washington that his forces needed better intelligence
to aid battle plans. He is reported to have called for volunteers to go behind the
British lines and obtain information on aspects of the British position.

Answering this call was Nathan Hale. As history records, Hale was a
patriot of unequaled spirit and one who went undercover without fear to try
to penetrate British military operations. But, lacking training in counterintelli-
gence, Hale’s intelligence operation was discovered early in the mission. Before
he could pass on any useful intelligence, Hale was executed uttering the now
famous words: “I only regret that I have but one life to lose for my country.””

If only Hale’s bravery was matched by skills in the tradecraft of counterin-
telligence, he may have left the nation with an equally inspiring legacy—other
than those loyal words—that is, a successful penetration of a formidable oppo-
sition force.

Pentagon Papers

The Pentagon Papers was the name given to a study of America’s involvement
in Vietnam from 1945 to 1967.% Its official title was “United States—Vietnam
Relations, 1945-1967: A Study Prepared by the Department of Defense.”
The study was commissioned in 1967 by the then secretary of defense, Robert
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S. McNamara. The study was essentially an encyclopedic history of the Vietnam
War that comprised “thirty-seven studies and fifteen collections of documents
contained in forty-three volumes.”” These were classified “Top Secret—Sen-
sitive.” The study was written by a team of thirty-six analysts—termed the
“Vietnam Task Force”—at the Pentagon who used secondary data from official
archival sources.!®

In 1971 the New York Times began publishing a series of extracts that were
leaked by Dr. Daniel Ellsberg, an analyst who had worked on the secret history.
Keeping aside the ethical issues surrounding Ellsberg’s motivation for leaking
the documents, this case highlights that even, with a document classification
system and physical controls over the documents, a person with intent (whether
motivated by what they see as a higher principle, just plain greed, the thrill, or
the benefit to a foreign intelligence service) was able to photocopy thousands
of pages of top secret documents and broadcast their contents.!" The fact that
classified material was released without the sanction of legal authority—one
that was repeated in 2010 with the leaking of some 250,000 classified docu-
ments (see WikiLeaks Affair below)—is a standout example of the need for a
counterintelligence function.

Arguably, the leaking of these classified documents set in motion events
that led to several other counterintelligence operations that started off, perhaps,
well-intentioned but, in the end, were misguided and, in many aspects, illegal.
Known as the Watergate Affair, these events involved the White House Plumb-
ers and an informant with the code name of “Deep Throat.”

White House Plumbers

In 1971, and partially in response to the Ellsberg-leaked Pentagon Papers, the
Nixon White House established a group of counterspies—the Special Investiga-
tion Unit (also known as the Plumbers—for those who stop leaks). The histori-
cal record shows that the individuals who comprised this unit conducted several
illegal covert intelligence operations in their attempt to stop government leaks.
These included a break-in of Dr. Ellsberg’s psychiatrist’s office in California,
and an aborted attempt to discredit Ellsberg—slipping him the hallucinogenic
drug LSD before he was scheduled to speak at a fundraising dinner in Wash-
ington, DC."

The low point of these operations came with the break-in of the Democratic
National Committee headquarters in the Watergate office complex in Washing-
ton, DC, in June 1972. History records the various investigations, hearings, and
court trials that followed, with volumes of classified information being revealed
because of the operatives’ actions. Aside from the ethical and legal issues that
this case raised, the lack of understanding of, and/or the lack of proficiency in
employing, the principles and practices of counterintelligence was apparent.

In an interesting tangent, in 1988 E. Howard Hunt, one of those convicted
of the Watergate break-in, wrote a fictional spy thriller entitled The Sankov
Confession. In it, Hunt painted a cynical portrayal of counterintelligence
through the dialogue of the story’s central character, Brent Graves:
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Sorting out logistic problems: inventorying boots, uniforms, weapons, radios,
field equipment. My heart wasn’t in it. Then the program closed down and
I came back to another half-assed assignment—counterintelligence. I knew less
about it than the average typist.'?

Hunt’s uncomplimentary categorization of counterintelligence and the insinu-
ation that a low-level, office-based clerical staffer might know more about
counterintelligence than a field operative is ironic.'* It could be argued that
Hunt’s lack of understanding of counterintelligence was instrumental in ending
the June 1972 Watergate “black bag” operation he was part of, as well as his
and his fellow operatives’ subsequent imprisonment for the illegal entry into the
headquarters of the Democratic National Committee at the Watergate building
in Washington, DC.

Deep Throat

One of the inquiries that was conducted in relation to the Watergate break-in
was that of investigative reporters Bob Woodward and Carl Bernstein of the
Washington Post.’> Arguably, it was their investigation that exposed the opera-
tion and gave rise to the subsequent public events.'®* However, it is acknowl-
edged that their investigation would not have been as successful as it was had
it not been for the information provided by an informer—Deep Throat. W.
Mark Felt was at the time (1972) the second in charge of the Federal Bureau
of Investigation (FBI), but still leaked critical information that guided the two
reporters’ investigation using this code name.

Deep Throat is an interesting case because it highlights two simultane-
ous counterintelligence issues—first, the leaking of classified information by a
trusted government employee (again, regardless of the motive and ethics) and
the inability of the FBI or other security or intelligence agency to identify and
prevent leaking; second, the high level of counterintelligence tradecraft prac-
ticed by Felt. For instance, until Woodward revealed the identity of Felt in his
2005 book, The Secret Man, the identity of Deep Throat was a mystery.'®
Even a team of investigative journalists under the supervision of Pulitzer Prize—
winning investigative journalist William C. Gaines could not identify Deep
Throat! after years of probing.?’

Woodward’s book describes the counterintelligence methods used by Felt
when he passed Woodward information. The procedures Woodward described
were, by any account, first class and, not surprisingly, the basis on which the
secret remained a mystery for over thirty years. Ironically, the lack of coun-
terintelligence controls by government agencies and the high level of controls
practiced by Felt are examples of why the counterintelligence profession faces
challenges.

Richard Welch Assassination

Richard Welch became the CIA’s chief of station in Athens, Greece, in July 1975.
His assassination in December 1975 underscores several counterintelligence
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issues that he should have been aware of and addressed through counterintel-
ligence practice: (1) he stayed in a house that was occupied by a number of
his CIA predecessors;?! (2) his name and address had been published in Greek
newspapers (his name and identity as a CIA officer was also published in an
East German publication,?? the left-wing magazine CounterSpy>); (3) he was
able to be followed by four men in a stolen vehicle on his way home; and (4) he
was able to be approached without warning or challenge and, hence, killed at a
close range after being followed home.*

The number of counterintelligence miscalculations that occurred in this
case and the magnitude of what took place—his assassination—were surprising
given the important position Mr. Welch held in the agency,? especially in the
hostile political-left atmosphere that existed in Greece at the time.

A counterintelligence officer needs to know what he or she is tasked
to protect. The potential number of information items stored by an
agency, the sources of this information, and the methods and final
products produced through analysis, as well as the operations sur-
rounding all of these considerations, are vast. As counterintelligence
resources are limited, the first task is to identify what is secret and
what is not. This requires counterintelligence operatives to be skilled
in analysis.2®

Aldrich Ames

Aldrich Ames was a career intelligence officer and analyst employed by the CIA.
His area of specialization was Soviet affairs, and at different times in his service
he was assigned to recruiting and supervising agents, as well as the behind-the-
scenes planning. Reports showed that his performance varied, but one thing
bears out: he was successful in providing a large volume of classified informa-
tion to the Soviet, and later the Russian, intelligence services.?”

This information led to the execution of several friendly agents. Begin-
ning in 1985 and continuing until his arrest in 1994, Ames was reported to
have received US$4.6 million for his espionage activities. Although there were
indicators early on, counterintelligence was not able to identify that there was
a security issue, and, when it did, it took some ten months to investigate the
matter before arresting him on February 21, 1994.%8

Some of the events that were potential indictors of his espionage activities
included alcohol abuse, extramarital relationships with foreign nationals, secu-
rity violations, and failure to comply with agency administrative regulations.?
There were purchases made that were far in excess of his annual CIA salary
and these occurred over many years—standout items included paying cash for
a house and the purchase of a luxury Jaguar motor vehicle.’® The Select Com-
mittee on Intelligence found that the CIA
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PHOTO 1.2 Aldrich Hazen Ames, a Former CIA Officer, Turned KGB Mole, at the Time of His
Arrest in 1994. Source: Photograph courtesy of the Federal of Investigation.

failed to aggressively investigate the cases compromised by Ames with adequate
resources until mid-1991, six years after the compromises occurred; the CIA
had failed to adequately limit Ames’s assignments and access to classified
information after suspicions concerning him had been raised; and the CIA had
failed to advise the oversight committees of the losses caused by Ames despite
a statutory requirement to advise of “significant intelligence failures.” The FBI
had failed to devote sufficient resources to the mole-hunt and delayed for too
long in opening a formal investigation of Ames.>!
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The Select Committee found other issues too, like the CIA’s failure “to
adequately coordinate the operational activities of Ames by allowing him
to meet alone with Soviet Embassy officials at a time when he had access to
extraordinarily sensitive information pertaining to Soviet nationals working
clandestinely with the CIA.”32

These counterintelligence miscalculations resulted in, as Ames is reported
to have declared: the compromise of “virtually all Soviet agents of the
CIA and other American and foreign services known to me.”33 This was not
the only opposition agent operating with a friendly agency—there were oth-
ers to come—and collectively these events remind us of the challenges for
counterintelligence.
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WikiLeaks Affair
WikiLeaks was a web-based organization created in 2007 to bring “important
news and information to the public . . . [via] . . . an innovative, secure and

anonymous way for sources to leak information.”3* This declaration should
be a concern for every counterintelligence officer. Illustrating this point is the
alleged leaking in 2010 by Private First-Class Bradley Manning, an intelligence
analyst with the U.S. Army stationed in Iraq, of some 250,000 classified docu-
ments to the WikiLeaks organization.? This event generated a tempest of con-
troversy that resounded in news, academic, and government circles long after
the event and was still reverberating at the time this book went to print. Like
the Ellsberg leaks regarding the Pentagon Papers almost forty years prior, there
were ethical justifications given for the leaking of these documents and the ethi-
cal debate was one of the dominant discussions following the wholesale public
release of these documents onto the Internet.

The point, though, for counterintelligence is how could a low-level army
intelligence analyst in an operational environment (i.e., tactical/operational)
been given access to such wide-ranging data, much of which could be consid-
ered strategic? How could he have extracted these data from classified computer
systems in such volumes and then removed them from a classified area to place
them in the hands of an organization that openly admitted it was dedicated to
“leaking information”? As U.S. Secretary of Defense at the time, Robert Gates,
stated: “The battlefield consequences of the release of these documents are
potentially severe and dangerous for our troops, our allies and Afghan partners,
and may well damage our relationships and reputation in that key part of the
world. Intelligence sources and methods, as well as military tactics, techniques,
and procedures, will become known to our adversaries.”3¢

This was a mammoth leak, so how could counterintelligence not have
noticed and/or acted on the warning signs before Manning handed over these
data? For instance, it was reported that Manning was demoted from specialist
to private first class for assaulting a fellow soldier,>” and was sent to a chaplain
after officers noticed what was called “odd behaviors.”3® Posts to the social net-
working website Manning was said to have been using at the time were reported
to reflect a psychologically troubled soldier. Even though U.S. Secretary of
Defense Gates advised that “we will aggressively investigate and, wherever pos-
sible, prosecute such violations,”% the ramifications of missing these potentially
rich counterintelligence indicators, and promptly acting on them, were reflected
in the months of controversy that followed the WikiLeaks affair.*

Sony’s PlayStation

The ability of the opposition to penetrate national security agencies, as well
as the unauthorized release of classified documents by trusted employees, was
highlighted in the previous selected cases. But, counterintelligence goes beyond
the government and military; it extends to other sectors, including those in the
commercial and industrial arenas. The Sony PlayStation case in early 2011 is
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just one of many examples of how corporate enterprises fail in terms of their
counterintelligence responsibilities.

Sony said that, as a result of the attack, an “unauthorized person” had
obtained personal information about account holders, including their
names, addresses, e-mail addresses, and PlayStation user names
and passwords. Sony warned that other confidential information,
including credit card numbers, could have been compromised, warn-
ing customers through a statement to “remain vigilant” by monitoring
identity theft or other financial loss.*’

It could be said that, if a person’s house is burgled, the owner knows it—the
TV may be gone, jewelry stolen, and cash missing—but, when data is stolen,
the “original” is still there. This makes “information burglary” more difficult
to detect. When it comes to computer systems, the only clue that data has been
“taken” may come in the form of an entry in an access log (i.e., if the person
penetrating the system has not deleted his trail or altered it to throw counterin-
telligence investigators off track).

In the case of the Sony PlayStation penetration, the impact was troubling in
several ways: “Sony has estimated that the hacker attacks will cost it at least 14
billion yen (about $175 million) in damages, including spending on information
technology, legal costs, lower sales and free offers to lure back customers.”*
There were a number of counterintelligence issues raised by this case, including
the identification of data that needed classifying (and hence protection), storage,
access, and compartmentalizing.

John Deutch

It is not just staff of agencies—officers, operatives, and agents—who are the
subject of counterintelligence mistakes. When John Mark Deutch left the post
of director of central intelligence there was an allegation that he had mishan-
dled classified information. It was alleged that he stored sensitive data on his
unclassified home computer and that this information was susceptible to being
compromised when he visited Internet websites.** The CIA’s Office of Inspector
General investigated the matter and found that

Deutch was aware of prohibitions relating to the use of unclassified comput-
ers for processing classified information. He was further aware of specific
vulnerabilities related to the use of unclassified computers that were connected
to the Internet. Despite this knowledge, Deutch processed a large volume of
highly classified information on these unclassified computers, taking no steps
to restrict unauthorized access to the information, and thereby placing national
security information at risk.**
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Chief of MI6

Normally, the chief of Britain’s secret intelligence service would keep a low
profile, as would any serving intelligence officer. This is because the potential
for exploitation by opposition forces by publishing personal information about
these persons carries serious consequences, as was pointed out in the case of
CIA Chief of Station Richard Welch, who was assassinated in Greece in 1975.

However, in July 2009, the world’s media carried the story that Sir
(Robert) John Sawers—the soon-to-be chief of Britain’s secret intelligence
service (MI6)—had his personal details along with a number of photographs
publicly displayed on his wife’s social networking profile on Facebook.*
As innocent as this may seem, a skilled intelligence analyst could use these
details to complement existing data holdings on Sir John to develop, say, a
psychoanalytic profile* of him as a leader, his decision-making aptitude for
intelligence matters, and so on.

Criminals search social networking sites for people to exploit. The pro-
cess is known as whaling because crime groups are looking for “big
fish.” Their targets are usually prominent people in the business world
but can include politicians. They are looking for personal information
that will allow them to use a pretext to con the target into paying a
fake invoice or other fabricated debt. Politicians are targeted because
their personal information can lead them to their government related
computer systems.

From a counterintelligence point of view this was a security risk that
showed naiveté. Although the James Bond-esque image of the British secret
intelligence service no longer completely cloaked in secrecy, experience has
shown that there is a reason why personnel security forms an important part of
counterintelligence practices and procedures. In this case, it may be impossible
to assess what long-term harm may have occurred by MI6 because of such a
pause in security.

News of the World and Alleged Telephone Hacking

In mid-2011 the world’s news media published articles alleging that a wide
range of people’s personal cell phone messages and records were illegally
accessed, and details purchased by the now-defunct British newspaper News
of the World to be used as part of the stories they were reporting. Several of
the newspaper’s executives who were alleged to be involved in the scheme were
arrested. It also caused the head of the Metropolitan Police to resign because he
employed a former News of the World executive as a media adviser, unaware
of his past involvement in the scandal.
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The hacking allegations centered on the unauthorized access of the tele-
phone accounts of various celebrities, politicians, and members of the British
royal family. There were also allegations that the voicemail of a young mur-
dered schoolgirl, relatives of deceased British soldiers, and victims of the 7/7
London bombings were also accessed. The allegations “that may have included
identity theft and bribery of police officers”*” outraged the British public and as
a result, the newspaper’s advertisers withdrew their support. The lack of adver-
tising revenue was reported to have contributed to the News of the World’s
closure on July 10, 2011 (after 168 years of publication). In January 2012 over
thirty civil settlements, which included financial compensation for damages as
well as legal costs to some of the alleged victims, were announced.*

Ashley Madison is a website that promised confidentially for people
wanting to have extramarital affairs. However, in July 2015 it was
hacked. Tens of gigabytes of data from the dating website were stolen
and those claiming responsibility held it for ransom, demanding that
the company close the website. The perpetrators, calling themselves
The Impact Team, claimed to have user information that it would
release into the public domain if their terms were not met. These data
included user names, their email and home addresses, their sexual
fantasies, their credit card information, and many gigabytes of Ashely
Madison company emails. The data also included information of users
who paid an additional fee to have their information deleted. Between
18 and 21 August 2017 The Impact Team released the data.*®

Abdul Qadeer Khan

A. Q. Khan was a Pakistani nuclear scientist who was instrumental in develop-
ing Pakistan’s atomic bomb project. He was also instrumental in establishing
a black market for the sale of nuclear information, production designs, and
methods to third parties. Investigations revealed that he sold designs of Paki-
stan’s P1 centrifuge to Iran. He sold the design of the improved P2 centrifuges
to several other countries. And, he sold drawings for a uranium processing plant
to Libya.*°

In September 2003, the director of Central Intelligence, George Tenet, con-
fronted the then president of Pakistan, Pervez Musharraf, with blueprints of
the secrets A. Q. Khan sold. Although Khan confessed, he was never arrested
or tried in a court of law. His subsequent house arrest was challenged in the
Islamabad High Court and he was freed. As disappointing as this result is,
Khan is no longer profiting from the proliferation of nuclear secrets. This can be
attributed to the counterintelligence work that was done by the small CIA team
that pursued Khan for almost a decade. They need to be acknowledged for their
sterling work in closing down Khan’s network.’' But, how long will it be before



Selected Historical Lessons 13

another Khan emerges, and rather than selling nuclear secrets to nations, they
sell them to terrorist groups?

Mossack Fonseca and the Panama Papers

In April 2016, the obscure Panamanian law firm of Mossack Fonseca & Co.
became the center of world-wide media attention when it realized that it had
suffered a massive data leak. The leak was dubbed the Panama Papers. At that
time, the legal company was reported to be the fourth largest offshore finan-
cial services provider, representing over 200,000 companies, and some of the
most politically and financially influential people in the world. The term mas-
sive is not an exaggeration—it was reported that the data hemorrhaged by the
law firm’s inadequate computer security was around 11.5 million documents.
These were documents with detailed financial and attorney-client confidential
information. Some of the data dated back to the 1970s, the time the firm was
created. Presidents, kings, former prime ministers, heads of state, and family
members of these people were identified in the leaked documents. The data also
revealed corrupt activities of politicians, dictators, drugs and arms dealers, and
some not-for-profit organizations.’?

Appleby and the Paradise Papers

Like the Panama Papers leak, the so-called Paradise Papers was a cyberattack
that, in late 2017, made public some 13.4 million confidential electronic docu-
ments. These documents from the Bermuda-based law firm, Appleby, related to
over 120,000 people and companies, including Queen Elizabeth II. The e-files
are reported to include confidential e-mails, court documents, bank statements,
and detailed client information. The timeframe these documents covered was
extensive—from 1950 to 2016. Data security experts estimated the size of the
leak was in the order of 1.4 terabytes (1000* bytes). Beside the loss of client
trust the leak caused, these data could potentially be sold to third parties to be
used in criminal activity.

A secret is something you haven'’t told yet. —Anonymous

Global Surveillance Disclosures

In 2013, Edward Joseph Snowden, a former computer security technician, who
was once employed by the CIA, stole tens of thousands of classified documents
from the U.S. government.’* He then leaked the classified material he took from
the National Security Agency, where, at the time, he was a contractor for Booz
Allen Hamilton. The documents he made publicly available revealed various
global surveillance operations that were being run by the NSA, as well as the
Five Eyes intelligence alliance.** Soon after his leak, U.S. Federal prosecutors
filed criminal charges against Snowden, alleging theft of government property,
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and under the Espionage Act, 1917, “unauthorized communication of national
defense information” and “willful communication of classified communications
intelligence information to an unauthorized person.”

It is estimated that Snowden stole 1.7 million secret documents. It is
understood that he has leaked some 200,000 documents to journalists when
he traveled to Hong Kong. It is not publicly known how many documents he
still has, so implications of this are disturbing for national security, because
from 2014 to the time of this writing, Snowden has lived under the patronage
of the Russia security intelligence services in Moscow. In this regard, Russian
exhibits perverse logic when it comes to handling defectors, because in March
2018, Russian state television broadcast a threat to Russian defectors: “I don’t
wish death on anyone, but, purely for educational purposes, I have a warning
for anyone who dreams of such a career [i.e., spying for a foreign government].
The profession of a traitor is one of the most dangerous in the world.”’ Days
earlier, the Russian state was linked to an assassination attempt on defector
Sergei Skripal and his daughter, Yulia, in Salisbury, Wiltshire, England.

The increase in classified information within the entire government has
diminished respect for it and encouraged carelessness in handling it.
Steps to correct the situation will be difficult, but they must be taken.*®
— Admiral Stansfield Turner, Director of Central Intelligence, 1977-1981

CIA Secrets “Vault”

In March 2017 WikiLeaks posted some 9,000 classified CIA documents to the
Internet. These documents discussed the CIA’s cyber weapons program, reveal-
ing methods and software programs that could, for instance, convert comput-
ers, Internet routers, iPhones, Android equipment, web-enabled televisions, and
other electronic devices into instruments that are able to collect data covertly.
The leak of these documents was reported to have been provided by a former
American government contractor. A month later, CIA director Mike Pompeo
stated, “It is time to call out WikiLeaks for what it really is, a non-state hostile
intelligence service often abetted by state actors like Russia.”*’

Some Concluding Thoughts

It would be a naive person who would argue that an opponent has not thought
thoroughly about how to use information to develop intelligence, and how to
use this insight to attack—whether that attack is to undermine national secu-
rity, to defeat a military in whatever battle-space it might be fighting, or to
dominate business enterprises throughout the world.

Carl von Clausewitz once wrote: “So long as I have not overthrown my
opponent I am bound to fear he may overthrow me. Thus, I am not in control:
he dictates to me as much as I dictate to him.”*8 These are words of caution that
should be heeded, as dominance in one area of the intelligence rubric does not
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mean dominance in all. There are without doubt some determined opponents
in the world, and, until we find a way to wreck not only their ability to attack,
but their will to attack, counterintelligence practitioners must stand vigilant
against their persistent probing of information defenses. But, an over emphasis
on counterintelligence can lead to a degradation of the agency’s core business
because security measures can paradoxically hamper “doing the job.” More-
over, as ruthless as these opponents might be, they are smart enough to evolve
their methods and practices in response to each innovation that counterintel-
ligence theory and practice brings.

There is a Latin proverb that states that a wise man learns from the mistakes
of others, whereas a fool learns from his own.*”” Although said in a different
era, and no doubt in a different context, this saying seems to have application
for the challenges of counterintelligence today and certainly provides food for
thought as we consider the fundamentals of counterintelligence.

Review of Key Words and Phrases

The key words and phrases associated with this chapter are listed below. Dem-
onstrate your understanding of each by writing a short definition or explanation
in one or two sentences.

WikiLeaks affair
wilderness of mirrors

Five Eyes
Mie

Study Questions

1. Describe three challenges that place within the state or province
counterintelligence profession- in which you work or live (the
als face in protecting classified time frame is not relevant). Dis-
information. tinguish whether the events were

2. It could be argued that one of the related to a national security,
weakest links in securing infor- military, law enforcement, or pri-
mation is the human element. vate security/investigation event.
Taking this position, explain why 4. Describe the types of informa-
this might be the case. tion that might be of interest to

3. Using archived media reports, the opposition who might be (a)

compile a list of five counterin-
telligence events that have taken

Learning Activity

a foreign political state or (b) a
business competitor.

An article appeared in The Times (London) by Defence Editor Michael Evans
that stated, “All members of the [British] Armed Forces are warned about Face-
book and other social networking websites. Although they are not banned from
the website, they have been told not to include details that could compromise
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their security. The same warning has been issued at MI5, MI6, and GCHQ), the
Government’s eavesdropping center in Cheltenham.”® As a learning exercise to
demonstrate how such information could be complied by the opposition, use
the Internet to assemble a dossier on yourself. Use only Internet-based informa-
tion from the results of search engine queries—for example, media archives,
social networking websites, other websites, and so forth.
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Chapter 2

Fundamentals of
Counterintelligence

and well-being to counterintelligence. Without it the intelligence function

in all its manifestations could not be as effective as it is. If espionage were a
sport, those who practice the craft of counterintelligence would be considered
the game’s goal keepers. Without these practitioners, the opposition would
have carte blanche to raid the unprotected goal and score never-ending points.
In chapter 1 we saw examples of how poor counterintelligence practices mani-
fest themselves.

Individuals, corporations, the military, and entire nations owe their safety

Intelligence Quadrangle

To understand counterintelligence, one needs first to understand the interdepen-
dence between the various intelligence fields and how these fields of practice are
interrelated. The term intelligence has several meanings, so it is important to
offer a definition for each of the contexts in which the term is used. Intelligence
can be defined in the following four contexts:

1. Actions or processes that are used to produce knowledge;

2. The body of knowledge produced because of processing;

3. Organizations that deal in knowledge (e.g., an intelligence agency); and

4. The reports and briefings that are the result of the process or are produced
by such an organization.

Sometimes raw data are referred to as intelligence, but this is not correct.
It can only be considered intelligence after it has been analyzed and meaning
given to the question being asked of the data. Nevertheless, the common theme
in these definitions is knowledge. In intelligence work, knowledge equates to
insight. Or, stated another way, it is the ability to reduce uncertainty. Intel-
ligence is important, as insight and certainty offer decision makers the ability
to formulate policy, propose options, and take actions to better control “the
unknown.”

19
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FIGURE 2.1 Intelligence Quadrangle Linked by the Keystone of Counterintelligence.

Intelligence can be categorized into four broad functions—espionage,
observation, research and analysis, and covert operations. Two of the quadri-
lateral’s sectors—espionage and observation—support a third sector, which is
research and analysis. In turn, the combination of these three quarters supports
a fourth—covert ops. Counterintelligence, therefore, is the keystone that locks
these pieces of intelligence mosaic to one another—it is common to all other
functions (Figure 2.1).

Espionage

Espionage is the archetypal method for gathering information. It dates back
centuries with biblical references to it. For instance, in the fourth book of the
Old Testament (Numbers), it states in chapter 13: “The Lord said to Moses,
‘Choose one of the leaders from each of the twelve tribes and send them as spies
to explore the land of Canaan.””' “When Moses sent his spies out, he instructed
them: ‘Find out what kind of country it is, how many people live there, and
how strong they are. Find out whether the land is good or bad and whether the
people live in open towns or fortified cities. Find out whether the soil is fertile
and whether the land is wooded. And be sure to bring back some of the fruit
that grows there.””?

This example demonstrates how agents were tasked to collect data about
the issue under consideration so that this information could guide action.
The word espionage is derived from the Old French, meaning spy; so, it is
understandable that it is sometimes simplified to spying. This biblical reference
points out that espionage utilizes agents to go undercover to gather informa-
tion. This is distinct from observation. So, the way the term “observation” is
used here should not be confused with reconnaissance. Reconnaissance is scout-
ing; although it is allied to observation, it has a different purpose. Observation
in the context of this book is information gathering in the broadest sense.

An agent is someone who acts on behalf of another person or an agency
(e.g., a private investigator, or a private inquiry agent). An agent is someone
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who an intelligence officer recruits to obtain secrets on behalf of the offi-
cer’s agency. In such situations, the recruiting officer is termed a case officer’
(or, in some instances, a recruiter or a handler*). Those who perform operational
duties are termed operations officers or field officers (field officers may even have
specific role designations, such as counterintelligence investigators and the like).
There are times when dummy agents are created for the purposes of deception.
These dummy agents then perform invented activities, such as sending dummy
messages or performing invented acts of espionage or sabotage, which form part
of the deception plan. These activities give currency to the dummy agent’s “exis-
tence,” ultimately promoting carefully crafted disinformation to the opposition.

The role of agents is to place themselves in a position that allows them to
obtain information—by viewing, overhearing, participating in discussions, or
by other means so that the desired information can be obtained. In the biblical
example, the tribal leaders that Moses is reported to have sent to Canaan were
tasked with collecting certain data items. However, with vast technological
improvements, observation by technical surveillance and unobtrusive methods
is a favored source over the use of human agents (though human sources should
never be discounted).

The techniques of secret operations are as old as the human race;
they are by no means diabolical inventions . . . or symptoms of a
human decline.®

Operatives are of two forms—those with some form of official cover and
those without.® Cover is best described as a plausible story about all facets of
the operative’s life. If the operative is operating under official cover they can
assume the role of a minor diplomat or other person in an embassy or con-
sulate, thus giving them an excuse for being in certain places or undertaking
certain activities. Those operating under nonofficial cover (NOC, pronounced
knock), sometimes referred to as commercial cover, may work for a phantom
company created and maintained by an intelligence agency. These operatives
have no connection with their government. As has been pointed out by those in
the trade, “the best way to protect your cover as a spy is to inhabit your cover
identity as much as possible.””

NOC operatives have been described as the truest practitioners of espio-
nage as they operate on their own, always. They are afforded no protection
from their government while overseas. If they are caught abroad, they may
be tortured during interrogation and risk execution. If this happens, it is most
unlikely that a media conference will be held and, therefore, no one will hear
about the event. NOC operatives operate alone and die alone.

It could be said that espionage worked reasonably well during the Cold
War years (1945-1991) when intelligence agencies faced actors that were states,
as electronic and other technical means of data gathering were possible. But,
since the al-Qaeda terrorist attacks of September 11, 2001, intelligence agencies
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have recognized the importance of having undercover officers and agents in
place to gather information. This is because such groups are ill defined—there
are no geographic borders to monitor, no specific land-based targets to recon-
noiter, and no organized communities (whether military or social) to assess.
Today’s targets are bound by ideology and can live within the agency’s country
or one of its allies.

During the Cold War, one reason for shifting to technically gathered data
was the comparatively high cost of “running” human agents as well as improv-
ing the reliability of the data collected. For example, aerial and satellite photo-
graphs are not susceptible to an exaggeration of the truth as an agent might be.
Technical data simply show what is there and what is not. Furthermore, tech-
nological advances have now made much of these data available in real time.
As a case in point, take the May 2011 joint CIA and U.S. Navy SEAL operation
that targeted Osama bin Laden at his safe house in Abbottabad, Pakistan. This
secret operation was transmitted live into the White House Situation Room.
However, the events of September 11 and the subsequent terrorist attacks in
Madrid, London, and Bali, as well as the others that followed this initial wave,
showed that, despite the advantages of technically gathered data, these data
may be of little value when faced with terrorist cells operating in a vastly differ-
ent fashion to that of, say, a foreign government’s military.

One of the rules of thumb of espionage is to never give away a piece
of information. Instead, it should be sold or traded for information that
is of equal or greater value.

Loosely structured groups related by an ideological bond and other non-
traditional challenges to a state-centric paradigm have changed the nature of
confrontations. Nations now face threats from weak and corrupt governments,
rogue states, substate and transstate actors, as well as international organized
criminal groups, radical ethnic and religious groups, and right- and left-wing
political groups. These threats pose special data collection problems that defy a
purely technical collection approach.

Observation

Observation refers to those methods for gathering information that center on
viewing. It employs methods other than placing an agent in a position to obtain
confidential information. Observation includes collecting data via technical
means such as audio surveillance devices, radio frequency devices, and special
photographic equipment, including space-based reconnaissance satellites. It is a
catch-all category for a variety of methods other than espionage (as pointed out
in the section on espionage above).

The use of technical means of observation through, say, remotely controlled
drone aircraft can yield results no other method can. Examples of this can be
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seen in accounts of how U.S. unmanned aerial vehicles (UAV) were used to
hunt down Taliban insurgents in Afghanistan throughout the first decade of the
2000s and continued up until this book went to press.®! However, it is at the
peril of an intelligence agency that it neglects data collection by human sources.

Moreover, observation is also concerned with collecting data that is in the
public domain through what is termed open-source data collection. In some
cases, the collection of information from open sources can provide an intelli-
gence analyst with an exponential gain in both the quantity and, under the right
circumstances, the quality of the information gathered.’

Research and Analysis

Research is sometimes seen as probing esoteric issues and obtaining findings,
the applicability of which to real-world situations may at times be difficult to
see. In academic disciplines this is termed basic research or theoretical research.
Such research is concerned with discovery for its own sake—that is, when
undertaken, it has no practical application. It is knowledge for the sake of
knowing. The findings of this type of research can be used later in an applied
setting, but, at the time of conducting the research, the goal is not to apply the
knowledge to solve particular problems.

By contrast, applied research has a practical purpose—to offer a basis for
making a decision (i.e., to provide insight). Intelligence is, in this sense, applied
research: it is the outcome of processing raw information that has been collected
from a variety of sources—open sources, semi-open sources, official sources,
clandestine sources, and/or covert sources. This function is sometimes termed
positive intelligence or positive collection depending on the context. Once such
information is made available to an intelligence analyst, it is evaluated, and any
irrelevant information discarded. The pieces of information pertinent to the
matter under investigation are then analyzed, interpreted, and formed into a
finished “product.”

This product can take the form of an oral briefing, a written briefing, a tar-
get profile, a tactical assessment, a strategic estimate, or any number of different
types of reports. These products are then disseminated to the end users. In intel-
ligence parlance, end users are called customers.'® The intelligence process can
be summarized as analysis that leads to the production of deep, thorough, or
meaningful understanding about an issue.

Covert Operations

Covert operations lay in a somewhat gray area of intelligence work. Sometimes
referred to as covert action," special activities,'” and in Britain, special political
action,’ these operations use various methods of information gathering, including
those of research and analysis, but incorporates advice and counsel, financial and
material support, and technical assistance to individuals, groups, or businesses
that are opposed to, or working in competition with, a target or adversary.
Covert ops and black ops are shorthand names for a function by which the
perpetrator uses the information it collects through espionage, observation, and
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analysis to strengthen its allies and to weaken or destroy its opponents.'* Covert
action is “the practice of trying to influence events, decisions, and opinions
covertly in other states with a measure of plausible deniability.”!’

The effectiveness of covert operations is contingent upon the perpetrator’s
involvement remaining hidden, or deniable. At this point it needs to be stressed
that despite the portrayal of covert action in cinema and spy thrillers, it is highly
improbable that an agency with legislative oversight can initiate and maintain a
covert operation without some form of approval (see offensive counterintelligence
tenets 1, 2, and 3). The notion of a rouge intelligence unit, or an entire agency
carrying out covert ops as it sees fit, is how it is depicted in novels—pure fiction.'®

On one hand, if a plausible denial'” can be maintained, then the rewards
of such ventures can be enormous. On the other hand, if the perpetrator’s
involvement is discovered, the consequences of this activity can be catastrophic.
For example, in 1985 the French government was concerned about protests by
Greenpeace regarding nuclear testing on the Pacific atoll of Mururoa. So, on
July 10, 1985, French intelligence operatives from the Direction Générale de la
Sécurité Extérieure (or, in English, the Directorate-General for External Secu-
rity) mined Greenpeace’s Rainbow Warrior in Auckland Harbour, New Zea-
land, with two explosive charges. The second charge was intended to sink the
vessel, and as a result, one person on board drown.

New Zealand police mounted an investigation into the incident and two
French operatives were arrested, tried, and found guilty. They were then sent
to prison. The other French operatives involved in the black op managed to
evade capture and escaped. The incident was not only an embarrassment to the
French government but carried political ramifications that affected the French
government for many years.

Had the operation been carried out successfully—that is, had the operatives
managed to escape undetected—then the results of the op would have been dif-
ferent. As the former director of Central Intelligence, the late Richard Helms,
advised “Covert action should be used like a well-honed scalpel, infrequently,
and with discretion lest the blade lose its edge.”!®

Role of Security in Intelligence

If one was to speculate about the origins of mankind’s need for security, it is
possible that it began with primitive man who required a sanctuary, haven, or
retreat from the threats of nature and the wilds. As man developed his security
apparatus for the preservation of his life, it may further have developed to pro-
tect lands and chattels under his control, which, in turn, allowed him to project
power and influence over others.

This early security is likely to have been defensive—employing tactics such as
simple barriers, hiding places, natural camouflage, subterfuge, and evasion, along
with others. It is likely that, once man started to organize into social groups,
security took on more of an offensive role. For instance, feudal states (and their
forerunners) formed armies to defend the clan’s land from threats by neighbors.
The strategy of striking at an external threat to prevent it from attacking (i.e., a
preemptive attack) can be viewed as the precursor to offensive security.
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Applying this theory to intelligence, one can see that to protect information
that is vital to decision-making, some form of security is required. This is the
role of counterintelligence.

Anatomy of Counterintelligence

Just as the human anatomy comprises different parts, counterintelligence also
comprises different components. But, unlike intelligence—which comprises
espionage, observation, research and analysis, and covert operations—counter-
intelligence is made up of two fields of endeavor: counterintelligence and coun-
terespionage. These fields are related and interdependent. To understand how
and why these fields of practice are codependent, we will discuss each in turn.

Counterintelligence

“Secrets range in importance, from what someone might have bought you for
your birthday, to the nuclear launch codes. Personal secrets are kept avoiding
embarrassment and to avoid judgment; but business secrets, law enforcement
secrets, and secrets relating to national security are kept to protect people’s lives,
as well as to safeguard society. . . . To protect secrets, a branch of intelligence
work has developed and is known as counterintelligence.”'® Counterintelligence
is concerned with deterrence and detection. It is a security-focused function,
but it is not security. However, security is used defensively within counterintel-
ligence. That is, the thrust of counterintelligence is to protect an agency (or its
client) from infiltration by an adversary, to protect against inadvertent leakage
of confidential information, and to make secure its installations and material
against espionage, subversion, sabotage, terrorism, and other forms of politi-
cally motivated violence, and the transfer of key technologies and/or equipment.
It is an active model that calls on defensive, as well as offensive, methods of
security and uses research and analysis that is core to the intelligence function.

Even though there is a clear distinction between intelligence and counterin-
telligence, this demarcation line can be thin. That is, information discovered via
the counterintelligence function concerning an adversary’s attempts to penetrate
one’s own or partner agency can feed the intelligence side, revealing an oppo-
nent’s information voids as well as highlighting their capabilities and possible
intentions. So, counterintelligence is both an activity that is carried out and a
product that is produced to inform decision makers.

Counterespionage

Counterespionage is concerned with detection, deception, and neutralizing the
effectiveness of an adversary’s intelligence activities. On the surface, counteres-
pionage presents as a form of spying—collecting classified information through,
say, a network of agents. And it is, but the difference is that it is the acquisition
of data not from another nation’s government or military, but from the opposi-
tion’s intelligence service. It is in some ways related to counterintelligence but
differs in others. Counterintelligence can be seen as the defensive side of the
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craft, whereas counterespionage is the offensive side. An agency cannot have
the latter without the former, so the two work in tandem.

Counterespionage is a precise function that is, arguably, the most subtle
and sophisticated of all intelligence functions. It calls for the engineering of
complex strategies that deliberately put one’s agent(s) in contact with an oppo-
sition’s intelligence personnel. This is done so that classified information can be
obtained, or the adversary can be fed disinformation, which should lead to con-
fusion, thus disrupting the adversary’s operations, thus allowing the perpetrator
to prosper. False information can also be planted, so, like a “barium meal,” the
route that this information travels within the opposition’s intelligence apparatus
can be traced to confirm penetration by a mole, or perhaps, expose other secu-
rity leaks. It could be argued that counterespionage could not carry out its mis-
sion without the support of the methods and practices of counterintelligence.

If counterespionage were a religion, then case officers would be its
high priests.°

Security, Law Enforcement, or Intelligence

If viewed with a superficial eye, counterintelligence could easily be confused
with the humble role of security. After all, it oversees many of the methods for
securing facilities, materiel, and personnel. It also includes investigations where
breaches of security are suspected or have taken place; so, does this make it a
law enforcement role? Counterintelligence also involves research and analysis;
so, does that make it an intelligence function?

It is all of these—a fusion of security, law enforcement, and intelligence
into a form uniquely termed counterintelligence. Because it is a composite of
the three, no one function can be separated from the whole without leaving it
incapacitated. In practice, this means that counterintelligence officers will liaise
with their counterparts in the fields of security and police (including regulators
and compliance), as well as intelligence. But, unlike their counterparts, counter-
intelligence officers will have responsibilities that span all three fields.

Taxonomy of Counterintelligence

Although intelligence can be classified into three categories—operational, tac-
tical, and strategic—counterintelligence’s taxonomic categories are those of
defense and offense. Although these categories have been articulated in other
ways by others in the intelligence community, viewing counterintelligence this
way enables a more refined picture to emerge. For instance, the U.S. Marine
Corps presents a taxonomy of counterintelligence along the lines of “[1] opera-
tions; [2] investigations; [3] collection and reporting; and [4] analysis, produc-
tion, and dissemination.”?!

Nevertheless, by viewing counterintelligence according to the two categories
advocated here—defense and offense—we see that defensive counterintelligence
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gathers together those activities that contribute to deterrence and detection,
whereas offensive counterintelligence is comprised of those activities that con-
tribute to detection, deception, and neutralization. The reason detection has
been included in both categories is because its role can be to provide a means
that secures information and the facilities tha